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(no peecrpy)

Ysaxael4rte xornern I

B csssu c [rrcEMoM fy MBA Poccuu no Bonrorpa4croi o6nacru

or 25.09.2025 Ne 6112'10 coo6qato cJleAyrcIqee.

IIo un(foprr.raqnu fY MB.{ Poccuu no Bolrorpa4crofi o6nacru, sa 8 rr'reclqea

2025 rorc Ha repplrropl,Iu Poccuficrofi Oe4epaqr'ru 3aperl4crplrponano 12,4 rbrcfl'ul4

npecrlmneur,rft, rpeAycMorpeHH6lx crarbeit 207 yK P@ (:ane4or"ro rlox{Hoe

coo6ulenue o6 aKre teppopusrr,ra), coBepIIreHHbIX c ucnoJIb3oBaHI'IeM

un(popruaquonHo-KoMMyHI{KaIIltoHHbIx rexnolorltfi. .{aunrre rrpecryflnenl,It
rocy4apcruennofi BJracrvl, opranusaqnfi

,r rrpeAflp[rTrri, nrrnyxgarOT [paBOOXpaHIITeJIbHbIe OpraHhI II COqI4anbHbIe CnyxObI

sa4eficrnona:rL 3Haq[Ter6HLIe CI,1JIrI lI CpeAcrBa AJrt npoBepoqHblx MeportputTura

rr oxpaHbl o6qecrnenuoro [opsAKa.
Y.r[rrrsaq r,r3JroxeHHoe, Ha[paBJItIo PexovenAal{zu MB,,{ Poccuu

o Mepax IIo [oBbrrxeHI,IIO 3aqIruIeHHOCTI,I nHSOpMaIII4OHHOfi uu$pacrpyxrypu gnx

freTa B pa6oTe BaIIIeIo crpyKTypHOrO noApa3Aenegllt, a TarcKe [OABeA9MqTBeHHLIX

opfaHr{3arluft.

llpunoxenue: Ha3 tr.B 19K3.

Pyxono4urenr afl apara rnaau BonrorpaAa .A.Arryxon

KHmeB Bact-rxfii CepreeBx,I
30 t4 43



PEKOMEHAAIII'I14

oMePaxnonoBbIueHHIo3aqHqeHHocTuHHQopMaqHoHHo[IlHoPacTPyl$ypb|
o6pa3oBareJlbHbtx flpexAeHl4fi Poccufi cxoft <Degepaqnu

AHanHsceeAeHHfio6yrpo3ax6egonacnocrurarripopuaqnu,npoeo4lurti
B ycnoBllflx cxla4ulearoqeficn o6craHoexn' yKa3blBaer Ha yBerHqeHI4e qucJla

KoMnbroTepHblx aTal( I'l cBfl3aHHblx c HHMH yreqeK nepcoHaJlbl{blx AaHHblx'

npo4oaxuor Quxo'rponarrcr rlaxrsr 6olturoro KotlHqecrBa Quruunnoaul x

nonbtroK BHeApeHuc rrapycos-ruu<ppoBaJlblrlHKoB 
qePe3 noqroBble BroxeHHq' a

paccburox 3aBeAoMo .floxHblx coo6qexufi o6 axrax repPoPtr3Ma'

B qennx npeAorBPau{eHHfl PeanH3aq H yrpo3 6e:onacsocru uxQopvarluoHrrofi

raHQpacrpyxryput o6pa:oaaran"t''* yupex4enrafi Poccuficxofi @egepaquu xeo6xo4Ht"to

nPHHgTb AonoJIH TelbHble Mepbl 3alqHTbt lrHoopMaqilH:

1. O6ecneqlrru npHMeHeHHe cpeAcrB arrrusrapycHoilr 3aulurbt H aHTucnaMa'

a raKx(e cBoeBpeMeHHoe o6HoaneHl4e ux 6a: 
'qauxrtx'

2. Hacrponru B cpeAcrBax aHruaupycuofi 3au{Hrbt' 
--.lit"no*u

(npu Hanuunn) npoBepKy Bcex nocrynaKrlqHx Ha 3ner$poHHylo noqry BroxeHHt{'

3. flporlHQopr'lxpoBarb nonb3oBarenei uH$opua4'roHHofi cHcreMbl

o Heo6xo4nnocrn 6eronacsofi pa6olur c uerrpounofi noqrofi' a HMeHHo:

- BHI{MarerbHo npoBepflTb aApec oTnpaBHTenfl' Aa)Ke B c'lyqae coBnaAeHHR HMeHH

nHceM,

TAX)+(C

c yxe H3BecTHblM KOHTaKTOM;

- He oTKpbIBaTb nucbMa oT HeH3BecTHblx aApecaroB;

- npoBepfrb nucbMa' B KOTOpbIx coAepxaTcfl npH3blBbl K

<orxpofi>, <npo'rutafi>, oosHaxovscc')' a raKxe c reMaMH

geEcrsunn (nanPuveP'

npo Qtlxarcrr, 6aHxtt,

reonorHrHqecxyro o6crauosKy lrnlr yrpo3bu

- He nepexoAHrb no ccbtJIKaM' Koropbte coAepxaTcq B gneKTpoHHblx nHCbMax'

oco6eHuo ecJru oHLt AnUHHbre nllr uao6opor, Hcnonb3ytor cepBHcbr coKpauleHHn ccbl'IloK

(bit.ly, tinYurl.com u r' 4.);
. He HaxuMaTb Ha ccbrnKH H3 nucbMa, ecJlll oHI,| 3aMeHeHbl Ha cJIoBa;

- npoBepfiTb ccbIJrKH, Aaxe ecflll nHcbMo nonyqeHo oT Apyroto nolb3oBaTentl

nHQopuaquonHofi cHcreNrut;

- He oTKpblBtlTb BJIOXeHHfl 
'

c MaKpocaMr't, apxrrBbt c napoJltlMlt'

VHD;

oco6enHo ecru B Hl'lx coAepxarcr AoxyMeHTl'l

a raKxe Qaintr c pacuHPeHunMu RTF' LNK' CHM'



z

- He nepexoAHTb no ccLIJIKaM lI He cKalluBarb $afilut, coAepxalqHecr

Bo BxoAqrqux noqroBblx coo6qeHunx, ecnfi cpeAcrBaMH aHTtlBt'lpycuofi :aqurst

B yKa3aHHbrx B.rtoxeHltflx o6Hapya<erro BpeAoHocHoe nPorpaMMHoe o6ecneqeHt{e;

- BHHMaTeTIbHO OTHOCHTT Cg K nHCbMaM Ha uHocTpaHHoM g3EIKe, C 6OnUujl4v

KotrfiqecrBoM flonyqarenefi ra opQorpaQuuecxl'IMH orul6KaMx;

-BcnyqaenocBIeHHflcoMHeHHi,HanpaBn'{TbnoJlyqeHHoenHcbMoKaKBJIoXeHHe

aAMHHHcrparopy wrSopr"rarlnoHnofi cucretust.

4. Axrunnpouarr (no eoruoxuocru) ruexauusMbl npoBepKlr uexrpouHoi noutl'l'

npoBepKlt noAnHHHOCTl4,qoMeHa-ompaBHTeng (HanpHMep, Hcno"lL3oBaTb TexHo',nortlu

DK lM. DMARC, SPF), a raxxe HacrPoHrb npoBepKy BxoAtltql4x nuceM

c ucnonb3oBaHHeM 3THX TeXHO;rOrnfi.

5.3a6noxupoaars (npu Bo3MoxHocru) nonyqeHue no'/lb3oBareittl

r4HsopuaqNour{ofi cucreusr B 3ner{rpoHHblx nHcbMax sIoxeHufi c paculHpeHHqr'lra ADE'

ADB APK, APPX, APPXBUNDLE, BAT, CAB, CHM, CMD, COM, CPL' DLL' DMG'

EX, EX-, EXE, HTA,INS,ISR ISO, JAR, JS, JSE, LIB, LNK, MDE' MSC' MSI' MSiX'

MSIXBUNDLE, MSP, MST, NSH, PIF, PS1, SCR, SCT, SHB, SYS, VB' VBE' VBS'

VHD, VXD, WSC, WSF, WSH.

6. 3a6noxnpoearb AocraBKy nHceM or :apy6exxulx AoMeHoB-ornpasurenefr'

7. O6ecnequrs perynflpHoe o6HosreHlae Hcnonb3yeMoro nporpaMMHoro

o6ecneuenrnr, B TOM rrHcre Ha CeTeBbIx ycrpoficraax (rrrapulpyru:aropax, xourrlyraropax)

8. O6ecneqsrr t'lcnoJlb3oBauue ycrofiuurux AnuHHbtx napo'tell

aAMIIHHCTpaTHBHbIX ) IerHblx sanl4cei'

flpranocrynaeHHuHaaApec3neKTportuofinoqrst3aBeAoLloJlo)KHofocoo6uleIrun

o6 axre reppopn3Ma ueo6xo4l'tvo npuHnrb c'leAylorque Mephl:

l.Ilocrynraeuree coo6lqeHue o6 arre reppopn3Ma He yAa'ltrb'

2. Ocyqec'relrn KonnpoBaHue reKcra coo6qeuur c6 aKre reppopll3t"'la

B Br4Ae CHUMKOB 3KpaHa ycrpoficrea (cxpuHuroroa nr.r6o Qoror.BO6paxeHufi, flOlyqeHHblx

nocpeAcrBoM qu$poeofi $oroQraxcarlur)'
2.1. Ha cxpaHurorax (Qotouso6paxenr'rnx) Ao'[xHa oro6paxarlcr cneAy]ouatl

uHQopruaqnr o6 o6r,eme:

- Ha3BaHue reMLl nucbMa (s rou tltlcfle ecru

<<Eel revrt>o);
- agPec uerrponuofi noqrbl ornpaBHTerr

e rpaQe, o6ogsaqessofi pexrulutotu <Ot:>;

- AaTa BpeMt oTnpaBneHtiq nucbMa;

NHCbMO HE HMEET HA3BAHH':

nHcbMa, ra$uxctlPoeanHsrii
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- reKcr ntrcbMa (urcmouaa noAflHcb K HeMy, HanpHMeP: <c yeaxeunev, l4eaH

I,lnaxor>), Korropbrfi MoxeT coAepxaTbcfl HenocpeAcTBeHHO B nHCbMe ]/,lnnu Bo B1OXeHHH

K HeMy B BHAe nPuKPenneHHoro oafina.
2.2.3aQr'rxcnponaruHacKpt'IHluore/+orol'I3o6poKeHlrlrHa'M'{'IeBnucbMe

BlIO)l(e]rHt, a raKxe nPH OTKpLITHH efo 3aouKcl',lpoBarb aHiuIorHqHHM CnOco6oM TeKCT'

Koropbril oHo coAepxHr.

3. I4Cxnroqurr KonupoBaHue TeKcTa coo6u-1euur o6 aKre reppopll3Ma

(crpnnruorrr/Qorol,l3o6Paxennn) Hena4nexau{ero KaqecrBa' o6ycnoBneHHoro

He6pexHbIM KoIIltpoBaHHeM, SororpaQupoBaHl{eM reKcroB'

4. flpu HeaolMo)KHocru rfurcaqlrr'r coo6lqeHufi 06 aKre reppoprcMa B BI4Ae

cxpnnuroror/Qoroaao6paxennfi ocyqecraHrs Hx Qnxcaryrro nocPeAcTBoM oynxquii

KonHpoBaHu'HBCTaBKHBAolryMeHTWord(ccoxpaHeHlleMyxarannofir,rx$opvaqun
o6 o6rerre).

5. O nocrynrauueM coo6uleHnu o6 arre reppopt43Ma He3aMeAnnrenbHo coool{Hrb

noeAI,rHoMyHoMepyBbl3oBagKcTpeHHb|xonepaTl{BHblxcJIyrK6<112>.rrra6oe6,'IHxafiUJHii

oPraH BHyTPeHHHx Ae['

MBA PoccuH
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PEECTP
Ns

Ko.nuqecrno
tK3eMflflspoB

Ha[MeHoeaHtle arpeca llpurue-
qAHHC

I z 3

I ,{enaprarraeHr no o6pasonanuro aAMr{Hr,rflpaunu Bolro-
rpaaa

I ,{enapraueHr XI(X u T3K aAMr.rHr{crparlnu BolrorDaaa
I .{enaprartaeHr MyH}ruHflzrnbHof o rrMFuecTBa aAMr4Hr.lcTpa-

quu Bolrorpa4a
I ,{enapravenr $uuancoa arMr.rHr{c, parluu Bolrorpa,{a
I ,{enapraueHr rto rpaAocrpouTeJrbcrBy r{ apxr.rreKType aA-

Mr{Hr,rcrparIHH Bonrorpa,qa
1 .{enapraueur ropoAcKoro xogqficrsa a,qMr.rHllctpaqnfl

Borrorpa,qa
I Korr.rnrer rro Kynbrype aAMr{Hucrpaqur.r BonrcrpaAa
I .{enaprarueHr rro xr,rJrrrulHbrM L{ coq anbHbrM BonpocaM

aaMuHr{crpauuu Bolrorpaaa
I Kounrer rpaxgaucxofi 3aulr4Tbr HaceJreHrrr aAut4*ucrpa-

quu Bonrorpa,{a
I Korulrrer nrolo4exuofi [oJu.ITLrKu r.r rypr,r3Ma arvruHLr-

crpaqufi Bolrorpa.ua
I Kovurer no crDoureJrbcrBv a.[MuHr{crpauuu.Bolrorpara
I Konurer flo Qu3r.rqecKofi xymrype n cnopry a.uMrlur4-

cTpauHH Bolrorpa.[a
I llpasonoe yrpaBneHr.re annapara rnaBbr Borrorpaaa
I Kouurgr no KoopAHHarIur{ MaccoBbD( Meponprmrr{fi H B3a-

r.rMoAeficTBrrro c npaBooxpaHuTeJrbHbrMr.r opraHiMu a.{Mr.r-

Hr.rcrpau'r Boaronrara
I .{enaprauenr 3KoHoMuqecKoro pa3BrlTr.rff r.r nnsecrrlqnfi

aaMnHucrpauuu BolrorpaAa
I Ynpaueure rapy6exnux u per[oHzurLHbrx cgrgefi anna-

para fJr:IBbr Borrorpa,qa
I Oraen raapos annapara rnaBbr Bolrorpaaa
I Kounrer no rnQopvauuonnofi noJruTr,rKe aaMr.rHr,rcrpa-

quu BorrorpaAa
I Kosrpomnoe ynpaBneHne annapara rrtasrt BorrorpaAa
I Ynpaaleuue 6yxramepcroro yqera u Qunaucoro-

gKoHoMr,rqecKoro rrJraHHpoBaHrM afirapdta rnasrr Borro-
rDa,IIa

I OrAel nao6urrsaquouuofi, cerperuofi pa6oru r{ 3al{Ltrbt
undopnaauuu annapara uanrr BonrorDaaa

I O6utufi or,ueJr anfiapara raBbr Bolrorpa.ua
I OrAer AorWeHTarII{oHHoro o6ecneqenus anflapara fJra-

sH Borrorpaaa
8 A,{vusrcrpaquu pafi oHos

I4roro gxgeunrrpor: 3l


